Nudopmanmonnass mnaMaTka I O0O0y4Yawmuxcs:i IJis

pasMeleHnus Ha O(PUIIMAJIbHBIX HHTEPHET-pecypcax

C KaxapIM TOIOM MOJIOACKH B MHTEPHETE CTAHOBHUTCS OOJIBINE, a IIKOJHLHUKH
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEpPHET HECeT W mpobjeMbl. ITa
IMaMsITKa JOJDKHA IIOMOYb TeOe Oe30IMacHO HaXOQUTHCS B CETH.

KoMubloTepHBIE BHPYCHI

KoMmbroTepHBIi BUPYC - 3TO Pa3HOBHJIHOCTh KOMIBIOTEPHBIX IMPOTPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTH
Bce (ailibl M JaHHbIE, MOJKOHTPOJIbHBIE MOJB30BATEN0, OT MMEHU KOTOPOIro
Obula3amylleHa 3apakeHHas TMporpaMma, a TaKXkKe MOBPEAUTh WIH JlaXke
YHUYTOXUTh OMNEPAllMOHHYI0 CHUCTEMY CO BceMH ¢aiinamu B 1eloM. B
OOJBIIMHCTBE CIIy4aeB PaCHpOCTPAHSIIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoasbl 3allIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. HMcnonb3yli COBpEMEHHBIE OIEpAIMOHHBIE CHCTEMbl, HMEIOIINE CEPbE3HbIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. llocrosHHO ycTaHaBiuBai@ madyTd (UMPPOBBIE  3aIUIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBail WX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cymiectByeT  pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. PabGoraii Ha CcBOoeM KOMIIBIOTEpPE TIOJ TMpaBaMH TOJIb30BATENsI, a He
aIMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATIBLHOM KOMIIBIOTEPE;

4. Hcnonb3yl  aHTUBUPYCHbIE  MPOTPAMMHBIE  MPOJYKTHI  M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpaanub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;



6. Mcnonp3yil BHEIIHKWE HOCUTENH HMH(OpMaluu, Takue Kak (remka, TUCK WM
¢aitn U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He otTkpbpiBail KOMIIbIOTEpHBIE (halibl, TMOJYYCHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailnbl, KOTOpbIe MpHUCIal TBOK 3HaKOMBIHN. Jlydiie yTouHnu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BHJI miepeaud JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH],
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", urto o6o3Havyasio cinoBocoueranue "Wireless Fidelity", xoTopsiii
nepeBoAUTCs Kak "OecrpoBoiHas TOYHOCTR". /o Halero BpeMeHu aouuia apyras
ab0OpeBuarypa, KOTopas SBJSIETCS TaKOM Ke TeXHoJIorHe. JTo abOpeBuarypa
"Wi-Fi". Takoe Ha3BaHue OBLIO JJaHO ¢ HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOMW
texnuku Hi-Fi, uto B mepeBojsie o3HayaeT "BhicOKas TOUHOCTH". Jla, GecriiaTHbIN
WHTEPHET-IOCTYNT B Kade, OTeNsIX U  ad’poroprax SBISIETCS  OTIMYHOMN
BO3MOYKHOCTBIO BBIXOAa B HMHTepHET. HO MHOrme »sKcnepTrbl CUMTAIOT, 4YTO
obmenoctynusic Wi-Fi cetu He sIBISIOTCS O€3011aCHBIMH.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro nuunyto uHbopmMaiuio yepe3 odmenocrynusie Wi-Fi certn.
PaGoTas B HuUX, KelaTeabHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEDA;

2. Ucnionw3yit u 0OHOBIISI aHTUBUPYCHBIE MPOTpaMMbl U OpanaMayep. TeM caMbiM
ThI 00€30macHIlb ce0sl OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonwszoBanuu Wi-Fi oTkimoun @ysknuio "OOummit goctyn K (aitnam u
npuHTepam". JlanHas (GyHKOMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIE
MOJIH30BaTENIM aKTUBUPYIOT €€ ISl y100CTBa UCIOIB30BaHUs B paboTe UK y4eoe;
4. He ucnone3yi nyonuunsiii WI-FI nns nmepenaun TUYHBIX TaHHBIX, HAIIPUMED
JUTSI BBIXO/Ia B COLMATIbHBIC CETH WITU B DJICKTPOHHYIO TIOUTY;

5. Ucnonb3yi TosibKO 3ammiieHHoe coequnenue uepe3 HTTPS, a we HTTP, T.e.

npu Habope BeO-aapeca BBOAM uMeHHO "https:/";



6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "lloakmouenne k  Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTMYeCKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

ConmMajbHbIe CeTH

ConuanbHble CETH AKTUBHO BXOJST B Hally >KHW3Hb, MHOTHE JIIOJM pabOTAIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MULIHAP] YETOBEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME NOIB30BATEINA HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MElIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HaliJlecHa W HCMOJIb30BaHA KEM YIrOJIHO, B TOM YHCJI€ HE 00s3aTEIbHO C
OJIaruMu HaMEPEHUSIMU.

OcHoOBHBIE COBETHI 0 0€30MACHOCTH B CONMAIBHBIX CeTSX:

1. Orpannyp cnucok Apy3ei. Y TeOs B Apy3bsX HE JIOJKHO OBITh CIy4YalWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammumiail cBOr0 4YacTHyIO ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS U JPYTyl0 JUYHYI0 HH(OpManuio. 3I0yMBIILICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOWU POJUTETH
MJIAHUPYETE MTPOBECTU KAaHUKYJIBI;

3. 3amuiaid CBOIO peryTaluio - JASPKH €€ B YUCTOTE M 3ajaBail cebe BOIPOC:
XxoTen Obl Thl, YTOOBI JPYrH€ IMOJH30BATEIN BHJIETH, YTO ThI 3arpyKaemib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HACllb, HE HCIOJB3YH CBOE
pealibHOe UMS U APYTYIO JUYHYI0 UH(OPMALUK: UM, MECTO >KUTEIbCTBA, MECTO
y4eObl U poyee;

5. U3Geraii pasmemenus ¢otorpaduit B MHTEpHETE, TAe Thl HU300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO ONPEACIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu perucTtpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIOKHBIC
MapoJIu, COCTOSIINE U3 OYKB U ITU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. Jlna conuanbHOM CeTH, MOYTHI U JIPYTHX CAaUTOB HEOOXOJMMO HCIOJIH30BATh
pasHbie maposm. Torma ecnu TeOS B3JIOMAKOT, TO 3JIOYMBINUICHHUKHA TOJTydat

AOCTYII TOJBKO K OAHOMY MECTY, 4 HC BO BCC Cpasy.



DJICKTPOHHbIE TeHbI'H

DNeKTpOHHBIC JEHBIM - OTO OYCHb YyMOOHBIA CHOCOO IUIATeXeH, OIHAKO
CYLIECTBYIOT MOUIEHHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JEHBIH. DIEKTPOHHBIE
JIEHbIM TMOSBWJIMCh COBCEM HEJAaBHO M HWMEHHO H3-32 3TOr0 BO MHOTHX
rocyJapcTBax J0 CUX MOp HE MPOIMKCAHO NMPO HUX B 3akoHax.B Poccum xe oHu
GYHKUMOHUPYIOT M O HUX YK€ NIPOIKCAHO B 3aKOHE, IJIe UX pa3JeisioT Ha
HECKOJIbKO BUJIOB - aHOHMMHbBIE U HE aHOHUMHbIE. Pa3Hua B TOM, 4TO AHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3peliaeTcss MpOBOAMUTH Olepanuu 0e3 uiaeHTU(UKAINH
MOJIb30BATENsl, & B HEAHOHMMHBIX HWACHTU(UKALMS T0JIb30BATENS SBISETCS
oOs3aTenbHOU. Takxke cieayer pa3audarh IEKTPOHHbIE (PUATHBIE JEHBIH (PaBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE pPaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IaCHOM padoTe ¢ 3JIeKTPOHHBIMH IeHbIAMM:

1. IlpuBsku K cueTy MOOWJIBHBIA TelnePoH. DTO camblii yIOOHBIA M OBICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizaHHbIl TenedoH MOMOXKET, €CIH
3a0y/enib CBOM TMJIATEKHBIA Tapoib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yil oaHopa3zoBble mnaposu. Ilociae mnepexoga Ha  yCUIEHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh KpaXu WJIM INepexBaTa
IIJIATEKHOTO MAPOJIS;

3. Breibepu crnoxxsbid maponb. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOXKHBIM
napoJsib. HazexxHple maposu - 3To Mapoyiv, KOTOPBIE COAEpKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0s CTpOYHbIE W MPOMHUCHBbIE OYKBBI, LHU(PHI U HECKOIBKO
CUMBOJIOB, TaKuM€ KaK 3HAK JoJiiapa, (yHTa, BOCKJIMIATENBHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOOM CBOM JM4YHBIE [aHHBIE Ha CalTaXx, KOTOPbIM HE JOBEPSCIIb.

DJICKTPOHHAS MOUYTA

OJIEKTPOHHAsl MOYTa - 3TO TEXHOJOTHS WU NPEAOCTABISEMBIE €10 YCIYTH II0
NEPECHUIKE U MOIYYCHHIO IEKTPOHHBIX COOOIIEHUH, KOTOPBIE PaCIPeIesSIOTCS B

KOMHBIOTCpHOﬁ cetn. OOBIUHO BHGKTpOHHBIfI MMOYTOBBIN SIIAK  BBITJIAOWUT



CIIEYIOIKM 00pa3oM: UMsI_TOJIb30BaTENI(@UMs_JoMeHa. Takke KpoMe repeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIepe1aBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe C 3JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh MpaBWIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBbIA B PEUTHHIE;

2. He yxka3piBaii B JMYHOW mouTe JUYHYIO HHPopmanuioo. Hampumep, myurne
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonb3yll ABYX3TAlHYK) ABTOPU3ALUIO. JTO KOTrAa MOMUMO MapoJisi HYXHO
BBOAUTH KOJ, NPUChUIAEMbIA 10 SMS;

4. Boibepu ClI0KHBINA Mapoib. I Kaxa0ro NOYTOBOTO SIIUMKA JTOHKEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTb BO3MOXXHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXHOCTB;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBbIi 711 4aCTHOM NEPENUCKH C
aapecaTaMy, KOTOPbIM Tbl JOBEpsCIIb. DTO SJEKTPOHHBIA aJpec HE Halo
MCIIOJIL30BaTh MPU PErUCTpalu Ha hopyMax U cailTax;

7. He oTkpbIBaii (haiiiabl U ApyTrUe BIOKEHUS B MUChMaX, AK€ €CJIM OHU MPUIILIH
OT TBOUWX Jipy3el. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (aiiibl,

8. [loce okoH4YaHMS pabOTHI HA TIOYTOBOM CEPBHCE Iepes] 3aKPHITHEM BKJIAIKHU C
caiToM He 3a0yap HaKaTh Ha "BeriTu".

KuoepOovy/JaMHT WJIH BUPTYAJbHOE H3€BATEJILCTBO

KubepOymHr - mpeciieoBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpPOJICHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COITMATbHOE OOMKOTHPOBAHKE C TTIOMOIIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KUOEPOYIIMHIOM:

1. He Opocaiics B 0oit. Jlyurmuit coco0: mocoBeTOBaTHCS Kak ce0s BECTU U, €CITU
HET TOT0, K KOMY MOXXHO OOPaTHThCS, TO BHAYaJIe YCIIOKOUThLCA. ECIIM Thl HAUHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJBKO €IIe OOJIBIIE Pa30kKKEIIh

KOH(JIUKT;



2. Yopasinsaii cBoeil kubeppemyTaimei;

3. AHOHUMHOCTD B ceTd MHMMas. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BeCTHM XYJIUTaHCKUKA 00pa3 BHUPTyalbHOW >Xu3HU. HWHTEpHET
(¢ukcupyeT Bce TBOM JEWUCTBUS M COXpaHAET MX. YAaIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cob6mronait CBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. UrHopupyil eauHUuHBIA HeraTuB. OZHOPA30BbIE OCKOPOUTEIBHBIE COOOLICHMS
Jqy4uie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOM CTaluu;

7. ban arpeccopa. B mporpammax oOMEHa MTIHOBEHHBIMU COOOIICHUSMH, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTb OJIOKMPOBKM OTIPABKH COOOILIEHUH C
OIPEJEIEHHBIX aIPECOB;

8. Ecnu 1Bl cBuaerenb kuOepOysuimHra. TBOM NEHCTBUS: BBICTYIUTh NPOTHUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
NOJAJIepKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTHYECKAs] IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuibHbIi Tesaedon CoBpeMEeHHbIE CMAPT(OHBI U MJIAHIIETHI COAEPKAT B ceOe

BIIOJIHE B3pOCIHbIM (YHKIMOHAN, W TEeNepb OHU MOTYT KOHKYpPHpPOBaTh CO
CTallMOHApHBIMU KoMmIbioTepamMu. OJHAKO, CPEJACTB 3alUThl ISl TOJO0OHBIX
YCTPOWCTB TOKAa OYEHb Majlo. TeCTUpOBAaHME M TOWUCK YSI3BUMOCTEW B HHX
IIPOUCXOJUT HE Tak HHTEHCHBHO, Kak mia IIK, To xke camoe kacaercs u
MOOWJIbHBIX — TpwiokeHUH. CoBpeMeHHble  MOOWIbHBIE  Opay3epbl  yxe
MPaKTUYECKU JIOTHAJIM HACTOJbHBIE aHAJOTH, OJHAKO pacliupeHue (PyHKIMOHAaa
BJIEUET 3a COOOM OOJIBLIYIO CIOXHOCTh M MEHBUIYIO 3alUIIEHHOCTb. Jlaneko He
BCE€ MPOU3BOJUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIME KPUTHUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MACHOCTH MOOMJIBLHOIO TesiedoHa:

1. Huyero He sBiseTcs Mo-HacTosimieMmy OecruiaTHbIM. Bynb OCTOpOKeH, Beab
Korja tebe mpenararT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-

TO IINIAaTHBIC YCIIYTH;



2. lymaii, npexxne ueM otnpaButb SMS, ¢hoto unm Buaeo. Thl TOUHO 3HAEIIb, TIe
OHH OyIyT B KOHEYHOM HTOTE?

3. HeoOxoaumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. crionb3yit aHTUBUPYCHBIC TTPOTPAMMBI 11 MOOUITEHBIX TEIe(OHOB;

5. He 3arpyxail mpuioxeHUss OT HEM3BECTHOI'O HCTOYHMKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUCHHE;

6. Ilocne Toro kak Thl BBIMJCHIb C caiiTa, TJi€ BBOJWI JIMYHYIO HMH(OpPMAIIHIO,
3aiiIM B HACTPOIKM Opay3epa U yaaiu cookies;

7. Tlepuomuyeckn TPOBEpsiA, KaKUE IUIATHBIC YCIYTHM aKTUBHPOBAHBI HA TBOEM
HOMeEpeE;

8. [laaii cBOI1 HOMEp MOOMIBLHOTO TeJIeOHA TOJIBKO JIHOJISM, KOTOPBIX Thl 3HACIIH
U KOMY JTIOBEPSICIIIh;

9. Bluetooth momxeH ObITh BHIKJIFOUECH, KOT/Ia Thl MM HE TOJIb3yelibes. He 3a0piBait
WHOTJIa IPOBEPATH ITO.

Online urpni

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPaCOYHbIC, 3aXBaThIBAIOLIME pPa3BICUECHUS,
OOBEAUHSIONINE COTHU ThICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccnemayroT
JaHHBIA UM MHUp, O0IIAIOTCS JIPYT C JAPYrOM, BBIIOJHSAIOT 33/aHUs, CPAKaIOTCA C
MOHCTPAMH M IIOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU IIATAT: MOKYMNAKOT JMCK,
OIUIaYMBAIOT a0OHEMEHT WM MpPUOOpEeTaroT Kakue-To omiuu. Bece 3TH cpencrtsa
UAYT Ha TOJJEpXKaHHE WU pa3BUTHE WUIPhl, a TaKKe Ha caMmy Oe30MacHOCTb:
COBEPILIEHCTBYIOTCS CHUCTEMbl aBTOPHU3AllMH, BBIITYCKAIOTCS HOBBIE MaT4H
(uudpoBble 3amIaTKU A1 MporpamM), 3aKpbIBAIOTCS YA3BUMOCTU cepBepoB. B
0JIOOHBIX UTPAX CTOUT ONAcaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXKu
TBOETrO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPU3alKU OOJBIIMHCTBA UTP.
OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOET0 HTPOBOI0 AKKAyHTA:

1. Eciu apyroéi urpok BeAeT cedsi MIOXO WIM CO3JaeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyiicss agMUHUCTpATOpaM HWIPbl HA IUIOXO€ MOBEIEHHE 3TOr0 MIPOKA,

JKCIIATCIBbHO ITPHUIIOKUTDh KAKUC-TO AOKA3aTCJIbCTBA B BUJC CKPHUHOB,



3. He yka3sbiBaii muuHyto HHGOpMaIuIo B Mpodaiiie Urpol;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBiuBait HeopuiinaabHbIe MTaTYH U MOJIBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;

7. Jaxe BO BpeMsl UTPbI HE CTOUT OTKJIIOUaTh aHTUBHUpPYC. [10oka Tl urpaenis, TBOU
KOMITBIOTEP MOT'YT 3apa3uTh.

@OUIIMHI WK KPaKa JUYHbIX JIAHHBIX

OOBIYHON Kpaxkel JeHEer W JOKYMEHTOB CETO/HS YK€ HHUKOTO HE YAUBHUIIb, HO C
pPa3BUTHEM WHTEPHET-TEXHOJIOTHI 3IOYMBITTUICHHUKHY ITEPEMECTUIINCH B HUHTEPHET,
U MPOAOJIKAIOT 3aHUMAaThes "MoOUMBIM" nenoM. Tak mosiBHIIaCh HOBasi yrposa:
WHTEPHET-MOIIEHHUYECTBA WM (DUILIMHT, TJaBHAs IeJb KOTOPOTO COCTOMUT B
MOJIYICHUN KOH(MUICHITMATBHBIX JaHHBIX IOJIB30BATEICH - JIOTHHOB W ITapOJICH.
Ha anrmmiickom si3bike phishing umtaercs kak ¢umuar (ot fishing - pbiOHas
JIOBJIs, password - apoJib).

OcHoBHBIE cOBETHI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBaTh €€ M COOOUIUTH AAMUHUCTPATOpam
pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Wcnonp3yit Oe3omacHble BeO-caliThl, B TOM YHCIIC, WHTCPHET-Mara3uHoOB H
MTOMCKOBBIX CHCTEM;

3. Vcnonb3y#t crokHbie U pa3Hble mapoiu. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIIIJIEHHUKH ITOJTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DHITIO B CETH,
a He KO BCEM;

4. Ecom t1e0s B3OManu, TO HEOOXOAUMO TMPEIYyNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJIeHbI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMalIU M, BOZMOXKHO,
OT TBOETO UMEHHM OYy/IE€T PaCChUIATHCA CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu Hagexubid napois (PIN) Ha MoOMIBHBIN TenedoH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;



7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MHCbMaX, JIaXe €CIH OHH MPHILLIIH
OT TBOUX Jpy3eil. Jlydiie yTOYHU y HHUX, OTHPABISUIM M OHU TeOe 3T (aiibl.

Hudposag penyranusa

[MudpoBast permyranus - 3T0 HETaTUBHAs WU MO3UTHUBHAS MH(GOpPMAIUS B CETH O
tebe. Kommpomerupytomass uHpopmanus, pa3MelleHHas B HHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3uThcsl Ha TBOeM peanbHOU ku3HU. "Lludposas
pemyTaius” - 3T0 TBOM UMUK, KOTOPbI (hopmupyeTcs u3 nHPpopMmaiuu o tedbe B
uHTepHeTe. TBOE MECTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKEHHUE,
OCOOEHHOCTH XapakTepa U pacckasbl O OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMH JTHUYHON
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXHBIX IocieAcTBUil. Thl naxe He
CMOXeEINIb J0TafaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
OPUYMHON OTKa3za NMpUHATH TeOs Ha pabory. KoMMeHTapuu, pa3smelieHue TBOUX
¢dotorpaduii u n1pyrue AeUCTBUS MOTYT HE UCUE3HYTh JaXKe IOCIE TOT0, KaK Thl UX
yaanumb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty MH(OpMaluMio, Nonaja JId OHA B
MOMCKOBBIE CHUCTEMBl M COXPAHMUJIACH JIU OHA, arjlaBHOE: YTO MOAYyMAaroT o Tebe
OKpYXaIOIlKe JIIOAW, KOTOpbIE HAUIYT U YBUAAT 3T0. Halitu mHbopmaruo MHOTO
JIET CIYCTsI CMOKET JI000H - KaK W3 J0OpHIX MOOYKICHH, TaK U C HAMEPEHUEM
OPUYUHUTH Bpe. DTO MOKET OBITh KTO YTOAHO.

OcHoOBHBIE COBETHI 10 3a1UTe NM(POBOM pPermyTaALMuU:

1. [Togymaii, mpexie ueM 4To-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B OJore uim B
COILIMAJILHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBH OTpaHUYEHHs] Ha IPOCMOTP TBOETO Mpoduis
U €r0 COJIEPKUMOTr0, ClIeJIail €ro TOJbKO "t apy3en”;

3. He pasmemaii u He yka3bpiBail uH(OpMAIMIO, KOTOpash MOXET KOTo-I1udo
OCKOPOJIATH WIIH OOMKATh.

ABTOpPCKOE NIPABO

CoBpeMeHHbIE IKOJBHUKU - aKTUBHBIC MOJb30BaTEIN HU(PPOBOTO MPOCTPAHCTBRA.
OpHako [ajieko HE BCE 3HAKOT, YTO IMOJb30BAHWE MHOTMMHU BO3MOXXHOCTSIMU

nudpoBoro mupa TpeOyeT CcoOJIOJeHUsT TpaB Ha MHTEIUIEKTYyalbHYIO



coOcTBeHHOCTh. TepMuH '"UHTENNIEKTyalbHasi COOCTBEHHOCTH" OTHOCUTCS K
pa3IMYHBIM TBOPEHHUSAM YEJIOBEYECKOIO YMa, HAUMHAsg C HOBBIX H300pETEHUN U
3HAaKOB, 0003HAUYAIOUIMX COOCTBEHHOCTh HA MPOJYKTHl M YCIYI'M, U 3aKaHUMBas
KHUTamMH, ¢otorpadusiMu, KUHOGUIBMAMH U MY3bIKAJIbHBIMU MPOU3BEACHUSIMHU.
ABTOpcKHME TIpaBa - 3TO IpaBa Ha MHTEJUVIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JIUTEPATyphl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYHAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJICKTYaJIbHBII/TBOPUECKUI TPyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBEAJIMBBIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspelieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpoCTpaHsATh, MyOJIUYHO JEMOHCTPUPOBATh, IpPOJaBaTh, HMIIOPTHPOBATH,
IyCKaTh B MNPOKAT, IyOJIMYHO HCIHOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasmemiate B MHrepHere. lcmonp3oBaHue "MMpaTrckoro" MmporpaMMHOIO
o0ecrieyeHnss MOKET MPUBECTU K MHOTHUM pPUCKaM: OT MOTEPU AAHHBIX K TBOUM
aKKayHTaMm 10 OJIOKMPOBKHM TBOErO YCTPOICTBA, IJ€ YCTAaHOBJIIEHA HeEJerajbHas
nporpamma. He crtour Takke 3a0bIBaTh, 4YTO CYIIECTBYIOT JIETaJibHbIE U
OecriaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HANTH B CETH.

O nopraJie

CereBUYOK.p( - TBOH TJIaBHBIM COBETYMK B CETU. 3]I€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUH
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKKe NPUHATH y4acTue B

KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



